
     

Step 2: Protect a volume on a Standard 8 system 
In this step, you will use UWF to protect a volume on a Standard 8 system. 

1. On the embedded device, open a command prompt as an administrator. For Windows Shell, to open
a command prompt, do the following:

a. In Windows Explorer, navigate to \Windows\System32, right-click cmd.exe, and then click
Run as Administrator.

b. Accept the UAC prompt.

2. To get UWF help, at the command prompt, type uwfmgr.exe.

The following help and usage information for high-level parameters appears.

Note   To get help and usage information for any high-level parameter, run uwfmgr.exe
%parameter_name% without any arguments, for example, uwfmgr.exe filter. 

3. To check UWF settings, type uwfmgr.exe get-config.

The configuration status for the current session and the next session after restarting appears,
including outcome information includes the Filter status, Overlay settings, Volume protection
settings including file exclusion, and registry exclusion settings as shown in the following figure.
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4. To enable UWF, type uwfmgr.exe filter enable.

After you restart, the filter is enabled for the next session as shown in the following figure. 

5. To check UWF status, type uwfmgr.exe get-config.
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6. To protect a volume with UWF, type uwfmgr.exe volume protect C:.

Note   This command adds only volumes that exist in the system.

After you restart, the volume is added to the list of protected volumes in the next session, as shown
in the following figure.

7. To check UWF status, type uwfmgr.exe get-config.
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8. Restart the system.
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Step 3: Add file and registry exclusions to a UWF-protected Standard 8 system 
In this step, you will add file and registry exclusions to a UWF-protected Standard 8 system. 

1. On the embedded device, open a command prompt as an administrator. For Windows Shell, to open
a command prompt, do the following:

a. In Windows Explorer, navigate to \Windows\System32,right-click cmd.exe, and then click
Run as Administrator.

b. Accept the UAC prompt.

2. To create sample folders and files to exclude, do the following:

a. At the command prompt, type the following commands:

md C:\aa\documents

md C:\mydir

notepad.exe C:\mydir\myfile.txt 

b. Save the text file and then close Notepad.

Note   Uwfmgr.exe does not support adding files and folders that do not exist yet to the 
exclusion list. 

3. To add file and folder exclusions, do the following:

a. At the command prompt, type the following commands:

uwfmgr.exe file add-exclusion C:\mydir\myfile.txt

uwfmgr.exe file add-exclusion C:\aa\documents 

Note   To add an exclusion for a file or a folder that includes a space in the path, enclose the 
path in quotation marks, for example, "c:\My Files". 

After you restart, the specified files and directories are added to the exclusion list in the 
next session as shown in the following figures. 
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b. To check file exclusion status, type uwfmgr.exe file get-exclusions.

4. To add a registry key exclusion, do the following:

a. At the command prompt, type
uwfmgr.exe registry add-exclusion HKLM\Software\MySoftware\MyApp.

Note   To add exclusion for a registry key that includes a space, enclose the registry key
name in quotation marks.

After you restart, the specified registry key is added to the exclusion list in the next session as 
shown in the following figure. 

b. To check the registry exclusion status, type uwfmgr.exe registry get-exclusions.
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c. To check UWF status, type uwfmgr.exe get-config.
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5. Restart the system.
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Step 4: To configure a UWF overlay for a protected Standard 8 system 
In this step, you will configure a UWF overlay or a cache for a protected Standard 8 system. 

1. On the embedded device, open a command prompt as an administrator. For Windows Shell, to open
a command prompt, do the following:

a. In Windows Explorer, navigate to \Windows\System32,right-click cmd.exe, and then click
Run as Administrator.

b. Accept the UAC prompt.

2. To configure the UWF maximum overlay size, do the following:

Note   To change maximum overlay size, you must first disable UWF in the current session. 

a. At the command prompt, type uwfmgr.exe overlay set-size 2048.

After you restart, the maximum size is set to 2048 MB in the next session, as shown in the
following figure.

b. To check the overlay settings status, type uwfmgr.exe overlay get-config.

3. To configure the UWF overlay warning threshold, type
uwfmgr.exe overlay set-warningthreshold 1024.
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After you restart, the threshold is set to 1024 MB in the next session, as shown in the 
following figure. 

4. To configure the UWF overlay critical threshold, type
uwfmgr.exe overlay set-criticalthreshold 1500.

After you restart, the threshold is set to 1500 MB in the next session, as shown in the 
following figure. 

5. To display the UWF overlay consumption, type uwfmgr.exe overlay get-consumption.

The current overlay consumption displays, as shown in the following figure. 

6. To display the UWF overlay available space, type uwfmgr.exe overlay get-consumption.

The current overlay consumption displays, as shown in the following figure. 
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7. To change the overlay type, do the following:

Note   To change the overlay type, you must first disable UWF in the current session. To change
overlay type to DISK mode, the overlay maximum size must be at least 1024M.

a. To change overlay type from RAM to DISK, type uwfmgr.exe overlay set-type DISK.

b. To verify that the overlay type will be DISK in the next session after you restart, type
uwfmgr.exe overlay get-config.
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